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Broadcast Multi—-Signature Based on SM9

TAO Jinling
(School of Computer, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)

Abstract: Broadcast multi signature refers to multiple users signing and authenticating a file at the same time. In traditional public key cryp-
tography systems, certificate authorities (CAs) need to generate and sign digital certificates that bind user identities to their public keys. How-
ever, the operation and storage of public key certificates can impose a heavy certificate management burden on CAs, while deriving public
keys through user identities can simplify key management operations during application deployment. The SM9 identification password algo-
rithm, as a commercial password standard independently designed by China, has been standardized by ISO/IEC and widely used based on
identity system. In order to combine the advantages of identity based cryptography and multi signature, and promote the development of inde-
pendently developed cryptography in China, a broadcast multi signature scheme based on SM9 is proposed. Firstly, the validity of all partial
signatures was verified before signature aggregation; Secondly, the overall signature result is verified after signature aggregation; Finally, the
security of the scheme is demonstrated and simulated through experiments. The experiment shows that the proposed scheme still has high effi-
ciency compared to traditional public key cryptography and schemes under foreign cryptographic systems, even when the number of signatures
increases.
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